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Internet Information Services 6.0 - Installation et configuration du module ISADMPWD - v2

Avant-propos : Ce document est une synthése des actions menées lors de l'installation
d'lISADMPWD sur I'environnement de développement . Il a été établi principalement a partir
de la documentation de I'éditeur Microsoft .
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1. Introduction

Le document présent a pour but de décrire I'installation et la configuration du serveur
Internet Information Services (IIS) avec le module ISADMPWD sur une plateforme de
développement . Ce module permet aux utilisateurs de changer leur mot de passe a
distance via une interface web.

2. Lexique

Dans cette documentation, certaines informations sont données sous forme de variable. Il
faut donc se référer a chaque fois a ce lexique afin d'insérer la bonne valeur.

Variable Valeur
<hostname> W2K3l11S01
<domain_name> business.corp
<ssl_port> 443
<username> Administrator

<org_name>

<unit_name>

BUSINESS

Recherche

<country> FR (France)
<state> lle-de-France
<city> Paris
3. Pré-requis
3.1 Pré-requis software
Voici la liste des plateformes pouvant accueillir 1S 6.0 :
Systeme d’exploitation (32 Bits) Service Pack
Windows Server 2003 Standard Edition SP1, SP2, R2
Windows Server 2003 Entreprise Edition SP1, SP2, R2
Windows Server 2003 Web Edition SP1, SP2, R2
Windows Server 2003 Datacenter Edition SP1, SP2, R2
Systéme d’exploitation (64 Bits) Service Pack
Windows Server 2003 x64 Standard Edition SP1, SP2, R2
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Windows Server 2003 x64 Enterprise Edition SP1, SP2, R2

Windows Server 2003 x64 Datacenter Edition SP1, SP2, R2

3.2 Documentations

Cette documentation se voulant générique, il est indispensable de se procurer :

= Lafiche serveur regroupant I'ensemble des informations spécifiques,
= La fiche des mots de passe regroupant 'ensemble des mots de passe des comptes
utilisés dans cette documentation,

3.3 Sources

Avant de commencer a suivre cette documentation, il est conseillé d’avoir les sources

d’'installation suivantes :

=  Windows 2003 Server SP1 R2 Enterprise Edition (Image ISO)

4, Installation et configuration de Internet Inform ation
Services 6.0
4.1 Installation d'lIS et des différents modules de base

Etape 1 : Ajout/Suppression de Programmes

Cliquer sur le bouton Start puis
Settings — Control Panel — Add or
Remove Programs .

Sélectionner Add/Remove Windows
Components .

Double-cliquer sur Application
Server puis sur Internet Information
Services (1IS) puis sur World Wide
Web Services .

Sélectionner les options suivantes :

- Active Server Pages ,
- World Wide Web Service .

Cliquer sur le bouton Ok.

YWorld Wide Web Service x|

To add or remove a component, click the check box. & shaded box means that anly part
of the component will be inztalled. To see what's included in a component, click Details.

e Web Service:
O Internet D ata Connector
| Ea Femate Administration [HT kL] 5.7 MB
O G Remate Desktop Web Connection 0.4 MB
[7 |=] Server Side Includes 0.0ME
[ [=]webDay Publishing nome
2B wionld ide \Web Service 19MB LI

Deszcrption:  Allow ASF files. Active Server Pages is always installed.

Total dizk zpace required: 14.7 ME Dietails, |
Space available on disk: 3967.3 MEB
aE. I Cahicel |
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Sélectionner les options suivantes :

- Common Files ,

- Internet Information Services
Manager,

- World Wide Web Service .

Cliquer sur le bouton Ok.

Internet Information Services (IIS) x|

To add or remove a component, click the check box. & shaded box means that only part
aof the companent will be installed. To see what's included in a component, click Details.

Subzomponents of Intemet Information Services [I15):

| &I:l File Transfer Protocal [FTP) Service 0.1 MB ;l
O Q? FrontPage 2002 Server Extenzions 14.1 MB
'ﬁh Internet Information Services Manager 1.2MB
(| gﬁlntemet Printing 0.0MB
[ E5EMNTP Service 1.0MB
[ sz SMTR Service 1.2ME
2.0 MB

Dezcription:

A core component of 15 that ugez HT TP to exchange infarmation with

“Wwieh clientz on a TCPAP network.

14.7 MB
3367.3 MB

Tatal disk space required:

Details... |

Cancel |

Space available on digk:

o]

Sélectionner les options suivantes :

- Application Server Console
- ASP.NET,
- Enable network COM+ access

Cliquer sur le bouton Ok puis cliquer
sur le bouton Next.

Application Server x|

To add or remowve a component, click the check box. & shaded box means that anly part
of the component will be inztalled. To zee what's included in a component, click Details.

Subcomponents of Application Server:
“Bfﬂ Application Server Conzole

O0ME =]

0.0 e
0.0 B

O @ Enable netwark DTC access
% Internet [nformation Services [115)
[ = Message Queling

269 MB
E.5 MB

[

Description:  Allow vour machineg to be wsed to host COM+ compaonents for distributed
applicationg.

Tatal dizk space required: 148 ME Details.. |

Space available on digk: 29673 MEB

o |

Cancel |

| Etape 2 : Insertion du CD-ROM
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Monter 'so
WINDOWS.2003.SERVER.SP1.R2.is
o dans VMRC.

Cliquer sur le bouton Ok puis cliquer
sur le bouton Browse .

==
1. Connect ko E:

Connect to Disk Image File (isa).. .

Windows Components Wizard

Configuring Components
Setup iz making the configuration changes pou requested,

-

."q Please ingert the Compact Disc labeled "Service Pack 1
L:E:g CO-ROK" into your CD-ROR drive [D:] and then click
ak.

Please wait while Setup configures the components. This may take
zeveral minutes, depending on the components selected.

Ix

Cancel |

ou can also click OF i pou want files to be copied
framn an alternate location, such as a floppy dizk or 5
network, zerser.

< Back | | [=F Cancel |

Sélectionner D:\i386 puis cliquer sur
Ok.

Windows Components Wizard

Configuring Components
Setup is making the configuration changes pou requested.

Files Needed

Some filez onWindows Server 2003, Enterprize Edition
CO-ROM are needed.

Cancel

X
EIKl
[ cored |

Inzert Windows Server 2003, Enterprize Edition
CD-ROM inta the diive selected below, and then click
Ok,

LCopy files from;

D386

< Back Hewt > Cancel Help |

| Etape 3 : Copie des fichiers
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Windows Components Wizard

Configuring Components
Setup is making the configuration changes pou requested.

Patienter durant la copie des fichiers...

Cliquer sur le bouton Finish .

Ouvrir  Internet Explorer . Entrer IT.'I Pleaze wait while Setup configures the components. This may take
I'adresse httQ;//localhost est vérifier several minutes, depending on the components selected.

que la page Under Construction

s'affiche afin de valider la bonne Statuz:  Installing Internet Infarmation S ervices...

exécution du serveur web. [,

< Back Hewt > Help |

4.2 Installation du module ISADMPWD
IISADMPWD ne fait pas parti de l'installation par défaut d'lIS 6.0.

Etape 1 : Lancement de l'interface d’administration d’llS

Run 21|
Cliquer sur le bouton Start — Run ... et

entrer inetmgr.exe .
9 Type the name of a program, Folder, document, or
Inkernet resource, and Windows will open it Faor you,

open: I inetmigr x| j

Ik I Zancel | Browse, ., |

| Etape 2 : Création du répertoire virtuel ISADMPWD
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Se placer sur le nceud <hostname>
puis ouvrir le dossier Web Sites —
Default Web Site .

A laide du menu contextuel,
sélectionner New - Virtual
Directory...

B Internet Information Services (II5) Manager =] 4 I
€3 Fle  Action Wiew Window Help |_ 8 5||

- | BAEXEFRR[EE[(2] ) 80

Al Tasks ¥ e Site (From file). .

yirkual Directoryy.,
Yiew >

Hew Window from Here

Wirtual Directorytirom file). .,

Delete
Rename
Refresh
Expart List...
Propetties

Help

| — B

) Interpet Information Services [ Name [ Path [ status |
=8 Mlocal comr || aspnet_client
) Application Pools | iisstart, him
|§| : Web Sites | pagerror.gif
=S y
Q Explore
~J aspnet_
_J Web ServiceExl 2PeN
Permissions
Browse:
Start
Stop
Pause
Weh Site.,.

Creates a new item in this container.

Etape 3 : Accueil de I'assistant de création d’un répertoire virtuel

Cliquer sur le bouton Next.

¥irtual Directory Creation Wizard

Welcome to the Virtual
Directory Creation Wizard

web gite,

To continue, click Next.

Thiz wizard helps you create a new wirkual directon on thig

Cancel |

| Etape 4 : Définition de l'alias du répertoire virtuel
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¥irtual Directory Creation Wizard

Entrer ISADMPWD comme alias pour . . .

. . . . . VYirtual Directory Alias
le repertoire virtuel puis C“quer sur le Specify a short name, or aliaz, for thiz vitual directory.
bouton Next.

Type the alias you want to use to gain access ta this Web virtual directory, Usze the
zame naming conventions that you would for naming a directory.

Aliaz:
I1SADMPYWI

¢ Back I Mewt » I Cancel |

Etape 5 : Définition de I'emplacement du répertoire physique

¥irtual Directory Creation Wizard

Lndlquer o . web Site Content Directory
/OSySteerOt /o\system32\|netsrv\ll where iz the content you want to publish on the Web site?

SADMPWD comme chemin pour le
répertoire physique.

Enter the path to the directory that containg the content for thiz wieb site,

Path:

CAwIND 0w Shapstem32hinetsrehl | SADMPWD Browse. . |

< Back I Mext » I Cancel |

| Etape 6 : Configuration des permissions d’accés
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i
Cocher Rea.d et. Run scripts (SUCh VYirtual Directory Access Permissions Q
as ASP) puis C“quer sur le bouton Set the access permizzions for thiz sirtual directony. ;“-“-.;—
Next. e
Allowe the following permizsions:
v Bead
V¥ {Run soripts [such as 5P
[~ Execute [such az 154P1 applications or CGI
[~ wiite
[ Browse
To complete the wizard. click Mext
¢ Back I Mewt » I Cancel |
Etape 7 : Fin de l'installation
¥irtual Directory Creation Wizard x|
Cliquer sur le bouton Finish .
d You have successfully
completed the Virtual
Directory Creation Wizard.
To close this wizard, click Finish.
< Back T Finish Carcel

4.3

Configuration du module ISADMPWD

Le paramétre PasswordChangeFlags doit étre configuré pour que le module fonctionne
correctement. Lancer une invite de commande puis effectuer les commandes suivantes :

C.\ Docunents and Settings\<usernanme>> cd \
C.\> cd | net pub\ Adm nScripts
C:\I net pub\ Adm nScri pts> adsutil.vbs set w3svc/ 1/ Passwor dChangeFl ags 0

w3svc/l représente le site web par défaut (Default Web Site) et la valeur 0 indique qu’une
connexion SSL est requise. Voici les options disponibles :

= 0 - Connexion SSL requise,
= 1-Le changement de mot de passe est permis sur les ports non-sécuriseé,

= 2 -—Le changement de mot de passe est désactivé,

3 — Le changement de mot de passe est désactivé (Non documenté),
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» 4 - Les notifications d’expiration de mot de passe sont désactivées.

Vérifier que

le module fonctionne en

lancant Internet Explorer avec [Iadresse

http://localhost/ISADMPWD/aexp4b.asp. Remplir les différents champs et vérifier ensuite

que le mot de passe du compte utilisé a bien été modifié.

Avec ce formulaire, les informations sont envoyées a travers le réseau en clair. Il faut donc
installer une connexion sécurisée entre le serveur web et le contréleur de domaine afin de
pouvoir utiliser le formulaire sécurisé aexp2b : http://localhost/[ISADMPWD/aexp4b.asp

Authority (CA)

51 Installation du module

Installation et configuration du service

Certificate

Etape 1 : Ajout/Suppression de Programmes

Cliquer sur le bouton Start puis
Settings — Control Panel — Add or
Remove Programs .

Windows Components Wizard

Windows Components

'ou can add or remove components of Windows,

Sélectionner Add/Remove Windows
Components .

Sélectionner I'option suivante :

Certificate Services ,

La boite de dialogue ci-contre
apparait. Cliquer sur le bouton Yes.

Cliquer sur le bouton Next.

To add or remove a component, click the checkbox, & shaded box means that only
part of the companent will be inztalled. To zee what's included in a component, click
Details,

LComponents:
.&ccessories and Utilities 415ME =~
@.&pplicatinn Server 246 MB

i= a 1.4 MB
[ ™ E-mail Services 1.1 MB
W1 a4 Faw Semvines PPNMR T

Dezcription:  Installz a certification autharity [CA] to iszue certificates for use with

public: key security programs.

42MB
991.8 MB

Total dizk, space required:
Space available on digk:

< Back Mext » || Cancel |

Microsoft Certificate Seryices

After installing Certificate Services, the machine name and domain membership may not be changed due to the
binding of the machine name to CA information stared in the Active Directory. Changing the machine name ar domain
membership would invalidate the certificates issued from the CA. Please ensure the proper machine name and
domain membership are configured before installing Certificate Services., Do you want ko continue?

| Etape 2 : Type de certificat

Page 11/ 26




Internet Information Services 6.0 - Installation et configuration du module ISADMPWD - v2

Windows Components Wizard ._
Sélectionner Enterprise root CA s'il CA Type
n'existe pas d'autorite dans le Select the type of CA you want to zet up.

domaine.

Cliquer sur Next.
Enterprize subordinate CA
Stand-alone roaot Ca,
Stand-alone subordinate Ca&

Dezscription of b, tppe
The moszt truzted T in an enterprize. Should be installed before ary other Ca,

[ ] Use custom settings to generate the key pair and CA, certificate

| < Back | Mewut » || Cancel || Help |

Etape 3 : Information d’identification du certificat

Windows Components Wizard

Entrer I'<hostname> dans le champ y .
. CA Identifying Information
Common name for this CA . Enter information to identify thiz Cé,

Vérifier que le nom de domaine est
correct dans le champ Distinguished
name suffix .

LCommon name for thiz Ch;

Diiztinguizhed name sulfis;
Cliquer sur le bouton Next. ;

Preview aof distinguished name:

Walidity period: E spiration date:

5 16/07/2009 01:07

| < Back Mext » || Cancel | | Help |

| Etape 4 : Lancement de l'installation
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Laisser les paramétres par défaut puis
cliguer sur le bouton Next.

Une fenétre s’ouvre. Cliquer sur le
bouton Yes pour arréter
temporairement IIS.

Windows Components Wizard £

Certificate Databaze Settings
Enter lazations for the certificate database, database log, and configuration
infarmation,

Certificate databaze:

Browse...
Browse...

Certificate databaze log:
CAWINDOWS hapstem 324 Centlog

[ Store configuration information in a shared folder
Shared folder:

Browsze. ..

Preserve eristing certificate databaze

| < Back | Mewut » || Cancel || Help |

Etape 5 : Insertion du CD-ROM

Monter I'sO
WINDOWS.2003.SERVER.SP1.R2.is
o dans VMRC.

Sélectionner D:\i386 puis cliquer sur
Ok.

=
1. Conneck ko E:

Conneck to Disk Image File

Windows Components Wizard

Configuring Components
Setup is making the configuration changes pou requested.

x

K_g

Some filez onWindows Server 2003, Enterprize Edition
CO-ROM are needed.

Cancel |

Inzert Windows Server 2003, Enterprize Edition
CD-ROM inta the diive selected below, and then click
Ok,

LCopy files from;

D386

< Back Hewt > Cancel Help |

| Etape 6 : Copie des fichiers
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Patienter durant la copie des fichiers...

Cliquer sur le bouton Finish .

Windows Components Wizard

Configuring Components

Setup is making the configuration changes pou requested.

Status:  Installing Internet Infarmation Services. .

P —

= Pleaze wait while Setup configures the components. This may take
several minutes, depending on the components selected.

< Back Hewt > Help |

5.2 Création d'un certificat pour IIS

Etape 1 : Lancement de l'interface d’administration d’llS

Cliquer sur le bouton Start — Run ... et
entrer inetmgr.exe .

Run 2|

— Type the name of a program, Folder, document, or
Inkernet resource, and Windows will open it Faor you,

OpeEn! I inetrmgr. exe|

Ik I Zancel | Browse, ., |

=~

Etape 2 : Propriétés du site web par défaut

Se placer sur le nceud <hostname>
puis ouvrir le dossier Web Sites —
Default Web Site .

A laide du menu contextuel,
sélectionner Properties .

¥4 File Action Yiew Mindow Help

B Internet Information Services (II5) Manager =] 4 I

| =151

- | BAEXEFRR[EE[(2] ) 80

¥4 Iternet Information Services | Name:

[ Path [ status |

B-% (local comp ||| asprist_clisnt

_J Application Pools '.LvIISADMPWD
L #Sb = |=]iisstart.htm
= 2
H )| Explors

<k Cpen

) WehSer  Permissions
Browiss

Stark

Stop

Palise

Mew L4
All Tasks 3
Wi 3

Mew Window from Hers
Delete

Rename

Refresh

Export List, ..

Properties

Help

| — B

CHAWINDOWStsystem32iinetsr\lIS. .

|opens the properties dialog box for the current selection,
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Etape 3 : Sécurité du répertoire

Se placer sur l'onglet Directory
Security et cliquer sur le bouton
Server Certificate...

Default Web Site Properties

Web Site | Performance I ISAPI Filters I Haome Direckory: I Dacurnents

Directory Securiky

>

e

r— Awthentication and access conkrol

Enable anonymaous access and edit the
authentication methods For this resource.,

il S

HTTP Headers I Cuskam Errors I ASP.MET

e

—IP address and domain name restrickions

Grant ar deny access ko this resource using
IP addresses o Internet domain names.

Edit...

 Secure communications

Require secure communications and
enable client certificates when this
resource is accessed,

Server Certificate. .

Wiew Certificate, .,

Edit... |

(0] 4 | Help |

Cancel | Appl |

Etape 4 : Accueil de I'assistant d’ajout de certificat

Cliquer sur le bouton Next.

<y

Y

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server
Cenriflicate Wizard

Thiz wizard helps you create and administer server
certificates used in secure Web communications
bebween your zerver and a chent.

Statuz of your Web Server

Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate \Wizard will help you to create a new
certificate for this \Web Server or attach to an
existing certificate.

To continue, click Nest.

< Back

Cancel |

| Etape 5 : Serveur de certificat
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115 Certificate Wizard

Sélectionner Create a new certificate Server Certificate
puis cliquer sur le bouton Next. These are the methods for assigning a certificate to a'‘web site.

Select the method you want to use for thiz web site:

{* Lreate a new certificate !

™ Assign an existing certificate
= Import a certificate from a Key Manager backup file.
" lmport a certificate from a . pkx file

= Copy or Move a certificate from a remote server site ta this site.

¢ Back I Mewt » I Cancel |

Etape 6 : Type de demande

115 Certificate Wizard

Sélectionner Prepare the request Delayed or Inmediate Request
now, but send it later puis cliquer sur “'ou can prepare a request o be sent later, or pou can send one
’ immediately.

le bouton Next.

Do pou want to prepare a certificate request to be zent later, or do pou want to send it
immediately to an online certification autharity?

{* ‘Prepare the request now, but zend it |ater

" Send the request immediately to an online certification authority

¢ Back I Mewt » I Cancel |

| Etape 7 : Nom et paramétre de sécurité
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115 Certificate Wizard

Entrer I'<hosthname> pour le nhom du Name and Security 5ettings
certificat et laisser les paramétres de “our re certificate must have a name and a specific bit lenath.
sécurité par défaut. Cliquer sur le

bouton Next. Type a name for the new certificate. The name should be easy for wou ta refer to and
remember.

Mame:

The bit length of the enciyption key determines the certificate’s enciyption strength.
The greater the bit length, the stronger the secunty. Howewer, a greater bit length may
decrease perlformance.

Bit length: |1[|24 vl

[™ Select cryptagraphic service provider [CSPY] for this certificate

¢ Back I Mewt » I Cancel |

Etape 8 : Information de I'organisation

115 Certificate Wizard

Se référer aux spécifications Organization Information
techniques afin de connaitre le nom “our certificate must include information about wour arganization that
distinguizhes it frorn ather arganizations.

de I'organisation et l'unité

d'organisation  qu’il faut indiquer.
Entrer <org_name> et <unit name> Select or type your organization's name and your organizational unit. Thiz is twpically the
- — legal name of pour organization and the name of your divizion or department.

puis cliquer sur le bouton Next.

Far further information, conzult certification authority's Web site.

Organization:

=

Orgarizational unik:

¢ Back I Mewt » I Cancel |

| Etape 9 : Nom commun
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Indiquer I'<hostname> puis cliquer sur Your Site's Common Name

le bouton Next. rour Web gite's common name iz its fully gualified domain name.

Type the common name for your zite, If the gerver iz on the [ntermet, uze a valid DMS

name. |f the server iz on the intranet, pou may prefer to uze the computer's MetBIOS
hame.

If the common niame changes, pou will need bo obtain a new certificate,

LCommon name:

¢ Back I Mewt » I Cancel |

Etape 10 : Informations géographiques

115 Certificate Wizard
Se référer aux spécifications Geographical Information

techniques afin de connaitre les The certification authority requires the fallowing geographical information.
informations géographiques a
indiquer. Entrer <country>, <state> et
<city> puis cliquer sur le bouton Next. Country/Region:

|

State/province:
7 I

State/province and Citgdocality must be complete, official names and may not contain
abbreviations.

¢ Back I Mewt » I Cancel |

[ Etape 11 : Nom du fichier du certificat |
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115 Certificate Wizard

Laisser par défaut puis cliquer sur le Certificate Request File Hame

bouton Next. “our certificate request is saved as a text file with the file name pou
specify.

Enter a file name for the certificate request.

File name:

Browse... |

¢ Back I Mewt » I Cancel |

Etape 12 : Vérification finale

115 Certificate Wizard x|

Vérifier I'ensemble des informations Request File Summary
puis cliquer sur le bouton Next. rou have chozen to generate a request file.

Cliquer sur le bouton Finish .
To generate the following request, click Mext.

File name:  c:\certreq tat
r'our request containg the folloving infarmation:

lzsued To

Friendly Name
Country/Region
State / Province
City

Orgarization
rganizational Urit

¢ Back I Mewt » I Cancel

5.3 Envoie de la requéte a l'autorité de certificat  ion

| Etape 1 : Lancement d’Internet Explorer
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23 Microsoft Certificate Services - Microsoft Internet Explorer =1al x|
EXéCUter Internet Explorer avec “ Ele Edic View Favortes Tools Help H Q-8 - % HAeress &) http: fflocalhost fcertsr) j| e |
I'adresse http://localhost/certsrv.

Microsoft Certificate

Cliquer sur Request a certificate . Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By
using a certificate, you can verify your identity to people you communicate with over the VWeb, sign
and encrypt messages, and, depending upon the type of certificate you request, perform other
security tasks

You can also use this Web sits to download a certificate authority (CA) certificate, certificate chain,
or certificate revocation list (CRL), or to views the status of a pending request.

For more information about Cenificate Services, see Certificate Services Documentation

Select atask:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

[
|@ ’— ’f,*,i’i Local intranet 4

Etape 2 : Type de certificat

Cquuer sur Advanced Certificate |j Ele Ede vew Favortes Ioos teb || () - ) - (¢ 2] b ||addess [E] htpiitocahosticersvicentrqus, =] | A |
Request.

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

[
|@ ’— ’f,*,i’i Local intranet 4

| Etape 3 : Demande de certificat avancé
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Cliquer sur Submit a certificate
request by wusing a base-64-
encoded CMC or PKCS #10 file, or
submit a renewal request by using

a base-64-encoded PKCS #7 file

3 Microsoft Certificate Services - Microsoft Internet Explorer

Microsoft C

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following
options to:

Create and submit a request to this CA.

Submit a cerfificate request by using a base-84-encoded CMC or PKCS #10 file, or submit &
renewal request by using a base-64-encoded PKCS #7 file

Request a certificate for a smart card on behalf of another user by using the smart card
cefificate enrollment station.
Mote: ¥ou must have an enrollment agent certificate to submit a request on behalf of another user.

El
i I erss

Etape 4 : Fourniture du certificat

Ouvrir le fichier C:\certreq.txt créé au
chapitre précédent. Copier 'ensemble
du contenu du fichier et le coller dans
le champ Saved Request .

Sélectionner Web Server dans le
menu déroulant Certificate
Template .

Cliquer sur le bouton Submit .

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA paste a base-B4-encoded CMWMC or PKCS #10 certificate
request or PKCS #7 renewal request generated by an external source (such as a Web server) in
the Saved Request box

Saved Request:

LALLM RAARAEARARRAEARAARARRRARARERRILARAL |
Base-Fd-encoded |AALAARAWDOYIKOZ ThveNAQEFBQADGYEALJOGCvhd
certificate request |192 TLEI1pwE/ CUL/ EPAvecTeq+/ SxakLET lnGUNy

(CMC ar 1fEBenfitidmoyTNZkez9pxCuTiuakSEafYW16EY

PKCS #10 or benr jnhGRHT=

PKCS#): |- END NEW CERTIFICATE REQUEST-——-—- -
4] 3

Browse for a file to insert

Certificate Template:

Additional Attributes:

Aftributes
1

g

-]
& [T Moclnanee

| Etape 5 : Téléchargement du certificat
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Télécharger le

sélectionnant DER encoded et en
cliguant sur Download certificate

Z} Microsoft Certificate Services - Microsoft Internet Explorer 5

en

Microsoit Certificat

Certificate Issued

The certificate you requested was issused to you.

@ DER encoded or © Base 64 encoded

Download cerificate

Download certificate chain

-]
& [T Moclnanee

54 Ajout du certificat dans 1S

Etape 1 : Lancement de l'interface d’administration d’llS

entrer inetmgr.exe .

Cliquer sur le bouton Start — Run ... et

Run 21 x|

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it for you,

pen; I inetmar.exe| j

(04 I Zancel | Browse. .. |

| Etape 2 : Propriétés du site web par défaut
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Se placer sur le nceud <hostname>
puis ouvrir le dossier Web Sites —
Default Web Site .

A Tlaide du menu
sélectionner Properties .

contextuel,

B Internet Information Services (II5) Manager =] 4 I
€3 Fle  Action Wiew Window Help |_ 8 5||

- | BAEXEFRR[EE[(2] ) 80
4 Internet Information services | Name [ Path

B-% (local comp ||| asprist_clisnt
) Application Pools -‘L‘,I[SADMPWD

[ status |

CHAWINDOWStsystem32iinetsr\lIS. .

S35 Sb Sites =] isstart htm
& | Explore
&1 oen
..... ) Web Ser  Permissions
Browse
Start
Stop
Palise
Mew L4
All Tasks 3
Wi 3

Mew Window from Hers
Delete

Rename

Refresh

Export List, ..

Properties

Help

| — B

|opens the properties dialog box for the current selection,

Etape 3 : Sécurité du répertoire

Se placer sur l'onglet Directory
Security et cliquer sur le bouton
Server Certificate...

Default Web Site Properties d |

Web Site | Performance I ISAPI Filters I Home Direckory I Docurments

Directary Security HTTP Headers |  CustomErors | ASP.NET

r— Authentication and access conkrol

>

ST

Enable anonymous access and edit the
authentication methods For this resource.

r—IP address and domain name restrickions

&S

Grank or deny access ko this resource using
IP addresses or Internet domain names,

Edit...

™ Secure communications

Require secure communications and
enahle client certificates when this
resource is accessed,

Server Certificate.

Wiew Zertificate, .,

Edit... |

Ok Cancel Appliy | Help |

| Etape 4 : Accueil de I'assistant d’ajout de certificat
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Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server

@y Certificate Wizard
N

Thiz wizard helpz you create and adminizter zerver
certificates uzed in secure Web communications
between your server and a client.

Cliquer sur le bouton Next.

Statug of pour Web Server

Your web Server doezn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate.

To continue, click Mest.

¢ Back

Cancel |

Etape 5 : Serveur de certificat

115 Certificate Wizard

Sélectionner Process the pending Pending Certificate Request

request and install the certificate & pending certificate request iz a request to which the certification
k . authority has not yet rezponded.

puis cliquer sur le bouton Next.

A certificate request iz pending. what would you like b da?

{* Process the pending request and install the certificate

{~ Delete the pending request

< Back I Mest » I Cancel |

| Etape 6 : Requéte en attente
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115 Certificate Wizard

Vérifier que le certificat est bien Process a Pending Request

C:\certnew.cer puis cliquer sur le Pracess a pending cerlificate request by retrieving the file that cantaine
bouton Next the certification autharity's responze.

Enter the path and file name of the file containing the certification autharity's response,

Path and file name:

chcertnew, cer Browse. . I

¢ Back I Mewt » I Cancel |

Etape 7 : Port SSL

115 Certificate Wizard

Laisser par défaut le port <ssl_port> 55L Port
pour le protocole SSL. Specifty the S5L port for this web site.

S5L port thiz web site should use:

< Back I Mest » I Cancel |

| Etape 8 : Vérification générale
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115 Certificate Wizard
Vérifier 'ensemble des informations Certificate Summary
puis cliquer sur le bouton Next. You have chozen to install a certificate from a response file.

Cliquer sur le bouton Finish .
T ingtall the following certificate, click Mest.

File: name: choertnew cer

Certificate details:

|zsued To

lzzued By -
Expiration D ate 1414/2011
|ntended Purpose f
Friendly Name
Country/Region
State / Province
City

Organization
Organizational Uit

¢ Back

Cancel |

0. Vérification du fonctionnement de la solution

Vérifier que le module fonctionne en lancant Internet Explorer avec ['adresse
http://localhost/ISADMPWD/aexp2b.asp. Remplir les différents champs et vérifier ensuite
gue le mot de passe du compte utilisé a bien été modifié.

7. Troubleshooting

Par défaut, la stratégie de groupe d'un domaine positionne la variable Minimum
password age a 1 day ce qui signifie que le mot de passe d’un nouvel utilisateur ne peut
étre changé dans les 24h00 qui suivent sa création. Pour effectuer des tests, ce
paramétrage est contraignant et il faut donc I'abaisser a 0 day.
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